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CONCEPT NOTE
Hybrid warfare has now taken a new shape of subversion, terrorism, irregular warfare
tactics, economic warfare, and false media campaigns. Pakistan has been the target of
multiple hybrid’ campaigns. India utilized exaggerated proliferation concerns and
coercive diplomacy to hold back Pakistan's position globally. It has been indulged in
cyber-attacks, negative media projection and narrative construction, including fake news,
subversion and sabotage, and sponsorship of terrorism, including false-flag operations.
EU disinformation Lab revelations about India’s fifteen-year long campaign to defame
Pakistan at international platforms and organizations like in United Nations (UN) and
European Union (EU) is a matter of grave concern for Pakistan. India has started this false
propaganda against Pakistan since 2005. It has created ten NGOs, more than 550 antiPakistan websites, and 750 plus fake media channels. All these hostile activities were
conducted to ultimately benefit and muster support from international institutions such
as the EU and UN and malign Pakistan’s image. The Srivastava group and RAW mainly
support and facilitates these belligerent activities against the countries which are in
conflict with India, especially Pakistan. It mainly reflects the potential weaponization of
information to alter the narratives and mislead the general and international public
opinion.
Therefore, an effort has been made through this Conference to comprehensively analyze
the root causes of anti-Pakistani media campaigns, uncover India’s true agendas and false
propaganda, and highlight EU disinformation lab facts regarding Indian hostile activities.
Key Takeaways:


To expose Indian Government fake narrative and agenda against Pakistan and
Muslims



To understand the myths created by India by using tools of 5th generation warfare



To formulate measures and propose possible solutions to counter anti-Pakistan
campaigns and negative media rhetoric
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BRIEF OF THE CONFERENCE
On 22nd June 2021, an Online conference on Digging Deep into EU Disinformation Lab
Revelations was organized by the Center for Global & Strategic Studies (CGSS), Islamabad.
The aim of the Conference was to highlight the EU disinformation lab’s facts against
Indian false propaganda regarding Pakistan. The Conference aimed at identifying
modalities to discuss measures to counter such false campaigns and propaganda.
The Online Conference was moderated by Ms. Laraib Fatima Hassan, Communication
and Coordination Manager, Center for Global & Strategic Studies (CGSS), Islamabad. The
conference was attended by 50 participants from Pakistan and was also viewed live by
200 viewers on different social media platforms.
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PROFILES OF SPEAKERS
Prof. Dr. Muhammad Khan, Professor, Department of Politics & International
Relations, International Islamic University, Islamabad
Topic of Speech: Hybrid Warfare: India’s Subversive activities against Pakistan
Prof. Dr. Muhammad Khan is the former Head of International
Relations Department, in the National Defence University
(NDU), Islamabad until July 18, 2016. He completed his PhD in
International Relations from the University of Karachi in 2002.
He is the founding member of the Faculty of Contemporary
Studies (FCS) in NDU, having five departments now. He also
established the Department of Strategic Studies, Department of
Peace and Conflict Studies and Department of Government and Public Policy in the NDU
Islamabad. Besides, he acted as a pivot in Conceptualizing and restructuring “Institute of
Strategic Studies Research and Analysis” (ISSRA)-a national and international think tank.
Dr Khan has been on the Panel of Federal Public Service Commission of Pakistan from
2007 to 2015. Besides, He is a member of the AJK Public Service Commission. Dr Khan is
also Chairman of the Research and Policy Forum, being established by AJK Government,
the first-ever Think Tank AJK Government will have.

Mr. Tariq Malik, Former Chief Technology Officer, GHQ
Topic of Speech: Countering the negative rhetoric, fake news, & media propaganda:
Measures and Options for Pakistan
Mr. Tariq Malik is known for involvement in articulation of
various national level projects and establishment of
imperative National IT assets. He has the singular honor of
operating as Chief Technology Officer, Pakistan Army. Where
he had the opportunity to bring about change and apply his
vision both for army and for the rest of the society. Currently
he is providing consultancy services to International and
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local organizations on security of their critical infrastructure requiring utmost secrecy
and security. He is also part of the Government e-commerce group.

Mr. Tariq Bakhtawar, Former Director, SECP Anti-Money Laundering Department
Topic of Speech: Role of International Bodies in ensuring the objectives and
balanced approach to disinformation
Mr. Tariq is a Chartered Accountant (FCA) with specialization of
Certified

Anti-Money

Laundering

Specialist

(CAMS),

having

diversified work experience, expanding over more than two decades
of working with industry, development sector, regulator and running
my own consultancy. The diversified working exposure, at senior
level, gave an edge to fully understand the business dynamics,
working and risks. He served at Securities and Exchange Commission of Pakistan as
Director Insurance, Director, Anti-Money Laundering Cell/Department and Director
Insurance. He also worked as Chief Internal Auditor at Pakistan Poverty Alleviation Fund.
Earlier he served as the Director General of Competition Commission of Pakistan.

Dr. Saif-Ur-Rehman Malik, Director India Study Center, Institute of Strategic
Studies Islamabad (ISSI)
Topic of Speech: EU disinformation lab revelations, uncovering India’s hostile
agenda
Dr. Saif ur Rehman Malik, Tamgha-e-Imtiaz, is endowed
with the professional skills in the ambit of Research &
Publications, Administration & Management and Faculty
role at very prestigious and prime Institutions of the
country. He has produced number of research articles
along with book chapters. The hall mark of his works
include an elementary book on research, “Research
Manual – Understanding Research in Social Sciences” &
Edited Book, “Pakistan Sri Lanka Relations: A Story of Friendship”
7

Online Conference Report

Ms. Shehrish Mujtaba, Member Board of Experts, Center for Global & Strategic
Studies (CGSS), Islamabad
Topic of Speech: Digitalization, Social Media & Information Disorder: Formats of
Misinformation, Disinformation & Mal-Information
Ms. Sehrish Mujtaba is an experienced Cyber Security
professional having 9+ years of experience in the area of Cyber
Security, Information Security Governance, Risk, Compliance &
Cyber Security Operations. Academically she holds Bachelor of
Engineering (B.E.) in Computer & Information Systems from
NED University of Engineering & Technology Pakistan. She is
also Certified IBM QRADAR professional, Cyber Security Nexus
Professional, Certified Ethical Hacker, Certified Forensic
Investigator and ISO 27001 Lead Implementer. She has also
been selected as a member of central steering committee of Cyber Security & Crimes by
the Federation of Pakistan Chamber of Commerce & Industry (FPCCI) in 2020.
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EXECUTIVE SUMMARY, ANALYSIS
& KEY RECOMMENDATIONS
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Executive Summary, Analysis & Key Recommendations
(Based on the speeches of respective panelists)
1. Understanding Hybrid-5th Generation Warfare: India’s Subversive Activities
against Pakistan


The concept of hybrid warfare is a total transformation in the format of
traditional warfare. Primarily this warfare is a military strategy that
combines cyber warfare, irregular warfare and political means.



The distinct patterns, the modus operandi used in hybrid warfare, include
spreading fake news through highly known media houses, using diplomatic
means, lawfare and foreign electoral intervention through construction of
new narratives.



Precisely, hybrid warfare is non-kinetic operations with subversive efforts
where the aggressor intends to avoid attribution and retribution.



Hybrid warfare has been described as the diverse and dynamic
combination of regular forces, irregular forces, even to the level of criminal
elements, or a combination of various, all unified to achieve mutually
benefiting effects.



For the last two decades, India has been heavily indulged in hybrid warfare
against Pakistan with state-sponsored belligerent activities. The EU
DisinfoLab report ‘’Indian Chronicles’’ indicated Indian hybrid activities to
malign Pakistan’s image globally.



The report exposed the Indian hostile agenda and true motive against
Pakistan. The 15-year long operation spreading over to 119 states is a clear
form of hybrid warfare against Pakistan.



It was indeed the disinformation campaign against Pakistan and Pakistani
contribution towards regional and global peace. Moreover, the report
warned the world about the bigger Indian designs of misleading the
international community for its own vested interests.



In this aspect, RAW and Shrivastava Group have been greatly indulged in
state-sponsored terrorists’ activities across the globe solely to defame
Pakistan.
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2. Highlighting Formats of Misinformation, Disinformation & Mal-Information


Disinformation

is

misleading

information

created,

presented,

and

disseminated for economic gain or intentionally deceiving the public.


Misinformation is false information that is spread without the intention to
mislead and often shared because the user believes it to be true.



The spread of both disinformation and misinformation can have a range of
consequences, such as threatening our democracies, polarizing debates, and
putting citizens’ mental health, security and environment at risk.



In this era, Artificial Intelligence (AI) enables the mass creation of what has
become known as “deep fakes’’. Deepfakes may contribute toward generalized
cynicism, further intensifying recent challenges to online civic culture in
democratic societies. Social media could be regarded as a ‘double-edged
sword.’



India has been operating almost 750+ fake media outlets, including 550+
domains with fake registrations of editorials/journalist in 119 countries for
the last 15 years. This is the clear manifestation of Indian subversive activities
amid misinformation, disinformation and mal-information against Pakistan.



Indian hybrid tactics have the main target to re-engineer the DNA. Through
disseminating misinformation and disinformation, India has been polluting
the minds of people and misleading them.

3. EU Disinformation Lab Revelations: Uncovering India’s Hostile Agenda


In the technologically advanced 21st century, India seems to have found a
new battleground. It has been using hybrid warfare tactics to conduct its
hostile relations, despite several efforts for peace-building measures from
Pakistan.



India has, time and again, used multiple fronts of hybrid or 5G warfare to
denigrate Pakistan by the use of proxies, false flag operations and financial
support to terrorism etc.
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EU DisinfoLab, a Brussels-based non-governmental organization (NGO)
has unraveled a 15-year long Indian attempt of disinformation warfare
against Pakistan.



In a report titled “Indian chronicles”, DisinfoLab has opened up a Pandora
box of Indian designs to malign Pakistan through the use of fake news and
disinformation.



The report’s major findings suggest that the campaign was aimed at
discrediting Pakistan internationally and blowing up its internal issues,
such as minority rights and security. It had also been designed to influence
decision-making at the UN Human Rights Council (UNHRC) and the
European Parliament.



In order to defame and malign Pakistan, the fake Indian media outlet
established three informal groups in the European Parliament, i.e., the
South Asia Peace Forum, the Baloch Forum and Friends of Gilgit-Baltistan.



The mentioned groups used to organize press conferences and
demonstrations on important occasions before the United Nations (UN)
building, European Union (EU) Parliament and other forums against
Pakistan. Moreover, these groups used mainstream and social media to
defame and politicize Pakistan security forces.

4. Counter Measures and Options for Pakistan: Recommendations
Following key recommendations to expose and counter Indian government fake
narratives and campaigns against Pakistan and Muslims are emanated from the expert
deliberations during the online conference.


Pakistan must push back against Indian attempts to discredit Pakistan
internationally. The country must respond to Indian actions in a measured
manner, knowing the gravity of the issue.



This issue will remain alive until or unless, it is discussed at the big national
or international forums of academia, think tanks, intelligence to create
awareness and counter the Indian hostile agenda.



The government of Pakistan needs to create a solid policy in a manner that
should be a complete observation pose. Moreover, such activities must be
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reported to the right strategic significance institutions to find potential
countermeasures.


Pakistan must formulate a cohesive national response. The responsibility
lies to the policymakers and all elements of national power. India is doing
the technology-based attacks. Thereby, Pakistan needs to have technologybased solutions.



There is a need to create a social media regulatory authority or department
with a focus on control. Government should appoint a board to counter the
anti-Pakistan narrative to avoid turf wars.



There is a dire requirement to build official Pakistani websites in every
country. In this regard, Pakistani embassies or consulate worldwide can
play a significant role to disseminate true information. It will also help to
project soft power diplomacy to eradicate prejudices against Pakistan and
Muslims.



Pakistan has a lot of existing internal vulnerabilities. The deprived class
was exploited by the sub-nationalist and terrorist groups sponsored by
India or other hostile agents. Therefore, it is a stark need to identify
vulnerabilities and completely eradicate them.



Pakistani media platforms should consider signaling the quality and origin
of the content, improving the branding of trusted brands, and taking
efficacious steps to reduce the speed of extreme or disputed content.



To promote media and information literacy to counter disinformation and
help users navigate the digital media environment.



Develop tools for empowering users and journalists to tackle
disinformation and foster a positive engagement with fast-evolving
information technologies.



To foster media literacy and harnessing new technologies amid Artificial
Intelligence to tackle disinformation.



There should be Education, awareness, effective journalism, criminal
sanctions for spreading disinformation, criminal sanctions and penalties, a
mechanism for reporting, media Coordination and management.
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ANNEXURES
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ANNEXURE 1: TRANSCRIPT’S OF THE SPEECHES
Opening Remarks:
Mr. Tariq Malik, Former Chief Technology Officer, GHQ

Bismillaahir Rahmaanir Raheem. Let’s start with the Tilawat-e-Quran. Wal 'asr. Innal
insaana lafee khusr. Illal lazeena aamanoo wa 'amilus saalihaati wa tawaasaw bilhaqqi
wa tawaasaw bissabr. Sadaq-Allah-hul-Azeem. Ladies and Gentlemen, I would like to
welcome all of you to this conference on this very important topic, digging deep into EU
disinformation Lab revelations. Prior to unearthing this issue by Eu disinfolan when we
use to talk about 5th generation warfare, information or hybrid warfare., you will be
surprised that the majority we use to talk, they use to believe us. They thought that we
are living in the different world. I will give you an example, the Indian movie ‘Veer Zaara’.
So, we discussed and highlighted that this movie is the test case to higher echelons. We
believed that this movie is an onslaught attack on two nation theory. we believed that
target audience were Pakistani and Indian Muslims. We need to ponder on it. So, this
whole saga disseminated fake news against Pakistan. Even though, they have not taken
the name of the RAW by EU DisinfoLab but if you go there is a quote unquote, several
elements suggest possible involvement of other stakeholders pointing towards RAW. So,
these efforts and dissemination of fake news about Pakistan and the level of statesupport, level of biggest news agencies supporting it and how they manipulated the visits
to different regions. I am sure that representators will talk about it, I will say that it was
very organized agenda against Pakistan. With this I would like to request to the
moderator to introduce the first speaker and let’s have a very interesting conference.
Thank You.
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Speaker 1
Dr. Saif ur Rehman Malik, Director India Study Centre, Institute of Strategic
Studies Islamabad (ISSI)
Topic: EU Disinformation Lab Revelations: Uncovering India’s Hostile Agenda
Thank you, the management of CGSS for giving me these opportunities to interact with
you all on a topic which is closer to my heart as well. Though, the issue was somewhere
unveiled somewhere in December last year. Number of events on the national media,
some events took place. But the sensitivity of the subject demands from us that there
should be multiplicity of this issue and this should be projected as various level. We
should not forget that issue. Issues remain alive until unless these are discussed at the
forum of academia, think tanks, intelligence. So, this is something important you people
have undertaken and I pay gratitude at the outside. Now, we talk about the topic of the
day, it brings me to focus on couple of questions. For instance: What was the objective
behind this Indian campaign against Pakistan? Next, what we have been doing amid this
campaign was on going on for 15 years? Next, How the world has reacted once this issue
was unveiled? Fourthly, What Pakistan has done so far and what else we could be done
in the time next to come? These are some important areas and areas to be focused. So, i
will not be talking about what has been came out I am sure other speakers will talk about
what was their strategies, how have they maligned Pakistan, how many fake medias, how
many fake NGO's, how the dead person like professor Bishon, who was a very prominent
law faculty at Harvard, who died a year before once this was unveiled so this is how this
is something i think we need to discuss. The EU Disinformation report, once that was
published as per the report, the actors behind the operation hijacked the names of the
others tried to impersonate regular media as such as the EU observer and later on they
registered the website under avatar with fake phone numbers, provided fake addresses
to the UN created public things to companies to print books of think tanks they own. They
also used layers of fake media that would quote and republish one and other. They used
politicians who genuinely wanted to defend women and minority rights to ultimately
severe geo-political interest and gave a platform to far right politicians when convergent
objective could be raised. Especially the focus was the news agency ANI that was being
used to give legitimacy of the entire to influence operation which relied on ANI more than
any distribution channel to give both credibility and wide reach to the content. When we
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look at the issue, so the focus remains on the EU and UN. According to the findings of the
report and the investigation this information network had two pronged strategies to
spread influence, in Geneva, the thing tanks and NGOs were in charge of lobbing and
protesting and taking the floor of UNHRC on behalf of the organization. In Brussel, the
focus was on the member of parliaments, who were taken on the international trip,
especially to solicit the exclusive operate and fake outlet like EU chronicle so they were
arranged organized visit to Indian inherit Kashmir. They had a meet up with sitting Prime
Minister of India. So, ANI report has found space in many main stream Indian news
outlets. This content was further more reproduced more than 500 fake medias and its
coverage to more than the number of countries as well. So, going through this issue one
can draw a number of inferences what so ever have been happened what inference can
we draw from them because they have tried to malign Pakistan even on it’s on the climate
they focused on some dams. Even on the world economic forum in 2013 they categorized
the active misinformation as the biggest threat to human society. So, talking about the
issue the inferences which we can draw from the issue is. Firstly, these states have been
involved in spreading misinformation at massive level for 15 years 'jisy kehty hain
ankhon main dhool jhonkna' EU and UN are the two-international organization. They are
vulnerable. There are standing has become questionable and if they have carried out the
prob that has not been made public. So, I also wonder can we move to interpole this India
chronicle? This is a bit question looking at this issue from legal side because we know that
the sole motive behind this exercise was to discredit Pakistan internationally and
influence decision making at the UN platform and the EU level as well. So, this also reflects
that for 15 years whatsoever was going on in the arena of world politics to discredit
Pakistan, question raised to our policy makers as well. Sitting at Geneva, sitting at Brussel,
sitting at the think tanks, sitting at other institutions of strategics significance. Nobody
has ever objected that these people protesting at Brussels who they are? Youngsters, who
were paid 186 Euros per person go and come with the play card. This is what is this going
on. They were also used to make this platform of UNHRC and to make the anti pro
Pakistan propaganda. I am wondering for 15 years, we couldn't come with a rebuttal, we
couldn't come with some proactive approach to counter their designs. The things once it
unveiled then we realized that this has happened with Pakistan, let’s do something
tangible for this. Now, what could be done for instance our Prime Minister has mentioned
very openly couple of times once this issue was being publicized and disinformation
17
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campaign was going on. So, disinformation cannot be used as a legitimate tool of
narration building and political maneuvering and all efforts must be resisted and rejected
from all forum. In Pakistan and we people sitting in think tanks not only condemn India
can ask the question from EU and UN that what was going on under their umbrella so the
international community need to take notice of rouge India that threatens the stability of
global system. Also, we call upon the UNHRC to immediately begin the investigation and
to delisting the fake NGOs created by India to malign Pakistan and this prob must be made
public to world and especially to Pakistan as well. We also call on UN to create processes
to ensure that international system is not manipulated thru such influence operations.
Additionally, our Foreigner Minster said that call on EU parliament to begin a credible
investigation into the manipulation of EU parliament by these fake anti-Pakistan
organizations under fully funded influence and operation run by India. So, if i conclude
the subject matter, i must say that EU disinformation lab shows once again the vital
importance of civil society as well as the private sector. Academic and individual research,
activities jointly confronting the threats by these disinformation and actors engaged in
malicious activity. So, what now Pakistan needs to do Pakistan must engage those
organizations who were responsible and instrumental in defaming Pakistan. They must
be approached and Pakistan must come out with a strategy to stop this maneuvering in
future as India did. They will do it again by using their soft side of them. As Mr. Tariq has
mentioned that how Indian film that has polluted the minds of innocent people.
Government of Pakistan needs to create a solid policy in a manner that should be
complete observation pose and observed such activities must be reported to right
instructions of strategic significance to find out some counter measures to them. Do
follow their track record and this is some activity should be continued. I must call upon
the other think tanks as well as they are going for the PHD MPhil level research do raise
the same point that how India is maligning Pakistan and what Pakistan can do in the time
to come. This research must be shared with the policy making institutions and must be
placed at google so that Pakistan narrative and point of view must go across the globe.
Thank you for your patience hearing.
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Speaker 2
Mr. Tariq Malik, Former Chief Technology Officer, GHQ
Topic: Countering the negative rhetoric, fake news & media propaganda:
Measures and Options for Pakistan
Bismillaahir Rahmaanir Raheem. My topic is countering the negative rhetoric, fake news
& media propaganda: Measures and Options for Pakistan. Before I continue let me give
you a little background because I was formal chief in technology officer in Pakistan Army
so my background is technology including my specialization in these areas. So, my
solution which I am going to provide is technical. Six decades ago, French General Andre
Beaufre said that in the age of the nuclear weapon, war and peace will be buried side-byside.

There will be now war there will be no peace as well. In the era of social media, current
state of peace is as illusion. We are under attack. we are in hybrid warfare for very long
time. Unfortunately, this attack is coming from both our enemies and foes. What i mean
is that majority of our nice people, without realizing while forwarding the messages
which are detrimental to nations for example, vaccines are no good and here are
problems. The Polio vaccine will create these issues for you. They are friends but because
they afraid of West so much and they are bitten by west so many times that any fake news
comes their way; they will propagate it. So, unfortunately both friends and foes, they are
he soldiers of this war. About the India chronical, what I have gone is little bit on the
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technical side that what strategy they have inside and outside Pakistan and then I will go
for the solutions.

Whenever, someone is trying to do hybrid warfare they may have objectives. Their
internal and worst objective is to reinvigorate the DNA. to change their thought process,
deprive them of strategic autonomy and how is done is to changing your mind. Telling
you that you are subserviate to my culture, you are not A class. You are C class to me.

They have multipronged strategies against Pakistan. They have political parties
supporting them. Thy are protected by foreign elements, FATF, media (electronic &
social), media (drama/movies), foreign influence over bureaucracy I believe that there is
a lot and I still believe in five countries, i.e., U.S., Canada, France, UK and Australia. They
have actually managed pockets of our bureaucracy. Then there is religious influence. This
20
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is done by two countries. One is Saudi Arabia and other is Iran. They have a lot of areas in
Pakistan where they have influence. Apart from that, foreigner influence also comes from
U.S. and other countries where I would say the fake Mullah who do things on their behalf.
If anyone has a question related to it, I will answer it off the record that I will give
examples where in my job I have find those cases. Number of NGOs have been funded and
Indian chronical are all about finding NGOs to work against Pakistan. So, I hope and wish
that someone will go to details how these NGOs have been working against Pakistan.

DNA re-engineering that how do they do It. First time I found that was in 90s I was in
Australia and I met some Indian Muslims. They started to talk that if all Muslims were
together, they would have been 30 plus percentage of population. Then we shouldn’t have
been in a current scenario in what we are. I can simply answer that what Hindus are doing
with Muslims now this is unfortunately it is there; you can see it. I will answer you
differently. I have met Indian Muslims at a lot of places. Their body language is very
different. They believe that Pakistani are very aggressive. So, being there in India, Indian
Muslims have become subservient to Hindus. There was a match happening in African
countries and after that there was an argument in Masjid. Some of the Hindu Muslim
started talking to me that what problem you Pakistani have? every time there is a match
you start saying Pakistan Zindabad. Why do you have to do it? because you cannot do
India zindabad. I explained them that Pakistani are open. You believe that we are
aggressive because we have gone into an open environment and Pakistani will stand
anywhere. For good or wrong we will stand up. The reason why you don’t like Pakistani
because they will not take too much your superiority element or any others superiority
21
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element whether if it is Arab or anyone else. So, that’s why they have problems with
Pakistani. But I see it as a blessing because when you have that sort of attitude in your
heart then you can become biggest scientist in the world. You can take good number in
the world and become entrepreneur, or come up with a new theory. Because your mind
is open. Your mind is not subservient. If you look towards Karachi, the MQM saga. They
are actually doing the same thing in the youth of Karachi that they should had been one
country not two nations. This I have heard from the MQM people as well. So, just think
that from where it came from. This is a theory of RAW. it has been sending this message.
This is hybrid warfare. This is 5th generation warfare. Where you pollute someone’s mind
and try to make them think that whatever they are is wrong.

Another thing which I found in 90s was that ALLAH and Bhagwan are the name of same.
This is the message their movies start giving. Where a Muslim girl can marry a Hindu man,
no issue. I have actually have seen that happening. So, again this is the message you will
actually find in the Sharukh khan movies. Then, Pakistanis are lesser than Indian. We
recently have to do a research for Prime Minister where we had to tell him that from
where we can generate the IT revenue for Pakistan. Once we did our research, we found
out that any website where Pakistani developers have been identified have always
graded low. When we investigated, every site was rub by some Indian. Then culture
superiority. You have noticed that in every Indian movie ‘Badmash’ will always a Muslim
and wearing Muslim head scarf and then Hindu will come and he will beat up. If you
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noticed it has been happening since last 20 years. Hindu has the audacity to beat Muslims
and go to their houses and that has been done slowly. Hindu use to be afraid of Muslims.
Then I was told in 1996 by another Indian Muslims that we are Badmash on them. But
now things are changed. Hindu are not afraid now. They beat Muslims on buses, train
stations, colleges. Indian Muslim is afraid to going to a university because they do not
know that when Hindus will come and beat them up. One, this whole thing has been
changed by movies internally. The superiority element in their head and their subservient
culture. Alhamdulliah we live in an independent country. I have done some research on
Indian dramas. Everything is so big like asking for money in drams. Even in reality they
are dying because of hunger. The message that is going to other country is that India have
so much. They have big houses, rich, superiority element for the entire world. Then,
religion distortion. If you look into Indian chronical, they did conferences and gave
speeches on Islam. Imagine Hindu-led chronical is talking about Islam. What will they do?
Another message, I am more important vs family that is the western message that I have
to look for my friends. Father’s Day, Mother’s Day all are the western concepts. Then,
political parties.

Now, negative strategy against Pakistan globally. just look at this message. Pakistan
where the rate of growth in graveyards is bigger than the economic growth. What sort of
message will go?
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I was giving you this Indian website. We have found a lot of sites. We found Pakistan’s
English lower than others. Are you trying to say that Pakistan’s English is lower than
China, Ukraine and Russian? I have seen Ukraine hardly speaks English. Majority of out
students we can speak good English. I am not talking about general public here I am
talking about students here, university graduate.
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Now I am just going to little bit talk about Indian chronicles. Again, they created fake
news and all but I am going to leave it for other speakers.

But they have covered 116 countries, 750+ fake media outlets, fake person registration
and 550 domains. From my technical aspect, 550 domains names mean these were the
website where they were disseminating misinformation.

This s the area coverage. They did not leave any country in the world where they did not
have a website to talk against Pakistan.
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What they use to do EU chronicle, which was the fake website will produce the content.
Asian news pick things from that website and publish false news and will tell people that
this news is from Europe. Fake news created by Indian fake site and then it was published
to 119 countries.

All these sites are owned by Srivastav group, Indian chronicles own them. It looks like a
local Bangladesh site but it is not.
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Los Angeles Evening dispatch, British news networks, ANI, Washington dispatch owned
by Indians.

Indians create similar to the genuine site examples are Japan times, south China morning
post, wall street journals. What Indian did, they went and took the names of prominent
28
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news papers and buy another similar to them. The news fake news gets published at the
same time. They did not leave any country where they have site against us.
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let me give you some examples. Friends of Kashmir.eu, Friends of Pakistan.eu, Jammu.
Kashmir. So, what does it mean? Even if someone is trying, they will believe that these
sites are owned by Pakistan. Indian own these sites and content use against Pakistan. So,
there is infoDemic. We must formulate a national cohesive response. Responsibility lies
to the policy makers and all elements of national power. This is a technology-based attack
so we need to give technology-based solution as well. Content development is not a
technology. Indian target was not just Pakistan but China as well at the time because there
is a great wall of China which is called their IT system, the way they control their internet.
This is the IT great wall of China. They also control their cash flow. Payments are done
using electronic channel. In future, they are planning to change paper Yuan with
electronic Yuan.

They have their own local social media platform and very tight

regulatory control. When you talk to Chinese and you say that you have been suffocated
and have control and you don’t have freedom. They say what are you talking about. We
are free and the social media which we used we liked it because they are our platform.
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So, successful nations manage their economies, national interest, messaging, and media
as per their interests. Arab spring was the biggest media of power of media. Indian
chronicle is the biggest example of BBC manipulation by RAW. The biggest problem in
Pakistan is the social media taboo who always say that do not do this or that. This is an
attack on our privacy.

The privacy should stay there what you need to do is that your private message shall
never be managed or controlled but at least the contents which are against is the nation,
it matters. So, what answer lies in is we need to create a social media regulatory authority
or department with focus on its control. To avoid turf war government should appoint a
board. They should counter Pakistan’s narrative both internally and abroad. This
regulatory body should be able to write to internal name registration authority about fake
domains created by fake organization. We should build our official sites in all countries.
Our embassies should have site where they say our timings, visa process etc, those sites
should be managed together and we can public news about Pakistan in that host country.
Pakistan embassy or consulate should host contents for that region. We need to promote
national harmony. Thank you very much.
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Speaker 3
Mr. Tariq Bakhtawar, Former Director, SECP Anti-Money Laundering Department
Topic: Role of International Bodies in ensuring the objectives and balanced
approach to disinformation
Asslam-a-laikum and greetings to all my panelists and viewers. In the technologically
advanced 21st century, India seems to have found a new battleground. Grave prospects of
using nuclear capabilities against Pakistan have diverted India to use hybrid warfare to
conduct its hostile relations, despite several efforts for peace-building measures from
Pakistan. India has, time and again, used multiple fronts of hybrid warfare to denigrate
Pakistan, by the use of proxies, false flag operations and financial support to terrorism
etc. My fellow members have discussed in detail on the EU disinformation Lab. Recently,
EU Disinfo Lab; a Brussels-based non-governmental organization (NGO) has unraveled a
15-year long Indian attempt of disinformation warfare against Pakistan. In a report titled
“Indian chronicles”, DisinfoLab has opened up a Pandora box of Indian designs to malign
Pakistan through the use of fake news and disinformation. The major findings of the
report suggest that the campaign was aimed at discrediting Pakistan internationally and
blowing up its internal issues, such as minority rights and security. It had also been
designed to influence decision-making at the UN Human Rights Council (UNHRC) and the
European Parliament. Now coming back to my topic, Role of International Bodies in
Ensuring the Objectives and Balanced Approach to Disinformation. Different legal
approaches are being undertaken by countries around the globe to counter the emerging
problem of manipulation with “fake news” using mass and social media, especially as the
widespread distribution of false information and its impact on decision making and
democratic processes is becoming a challenge worldwide. The flowing approaches are
being used by different countries to address the fake news problem: one, in the absence
of legislation that expressly addresses the objectivity of news posted on social media,
some of the countries apply relevant provisions of existing civil, criminal, administrative,
and other laws regulating the media, elections, and anti-defamation. Even though these
laws, enacted in the pre-internet era, do not always reflect current technological and
telecommunications developments. The problem is that there is so much information
from different areas so how we are going to tackle this problem. Some of the countries
are also addressing the issue in a more general way by educating citizens about the
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dangers of fake news. The California state government passed a law in September 2018
that bolsters media literacy in public schools. It requires the Department of Education to
list instructional materials and resources on how to evaluate trustworthy media. In view
of the inadequacy of voluntary measures taken by social media platforms, Germany
enacted the Network Enforcement Act in 2017. While this Act does not create new
obligations for social media, it imposes heavy fines for noncompliance with existing
legislation and creates rules for the investigation and removal of illegal content hosted by
networks with a very large number of registered users.
The EU has taken some actions to counter disinformation and is grappling with how to
counter its adversaries in the information space. The limited successes the EU has
achieved so far, in terms of the creation of instruments such as the Code of Practice on
Disinformation, the Action Plan Against Disinformation, and the Rapid Alert System have
been hard earned.
The European Union (EU) recognizes and protects the right to freedom of speech,
including on the internet. It has not adopted any regulation on the use of internet
platforms for political advertising. Therefore, online political advertisements are
governed by the laws of individual member countries. However, the EU has taken a
number of initiatives to counter disinformation online. The European Commission has
developed a Code of Practice on Disinformation (the “Code”) for social media platforms
to use in connection with, among other things, political advertisements. Other EU
initiatives include funding projects targeting misinformation, creating a misinformation
website, and calling on member states to increase the transparency of online
advertisements. A guideline is published on how the code could be strengthen to counter
disinformation in the following areas: demonetize disinformation, empower users to
understand and flag this information, a robust monitoring framework. In 2018, the
European Commission launched its Action Plan Against Disinformation, which remains a
key pillar of EU policy, granting mandates to several operational instruments. The action
plan emphasized four areas of work: improving the capabilities of EU institutions to
detect, analyse, and expose disinformation; strengthening coordinated and joint
responses to disinformation; mobilizing the private sector to tackle disinformation; and
raising awareness and improving societal resilience. The Rapid Alert System was
launched in March 2019 to enable common situational awareness related to
disinformation spread across EU member states, as well as the development of common
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responses. The system consists of a rudimentary platform for information sharing, as well
as a network of points of contact in the various EU member states.
Pakistan is urging the United Nations and the European Union to investigate after it says
a new report uncovered a 15-year global disinformation campaign allegedly designed to
serve India's interests and "discredit" Pakistan. Pakistan called on the UNHRC to
immediately begin investigation and de-listing of the 10 fake NGOs created by India to
malign Pakistan. The EU Parliament is also demanded to launch its own "credible"
investigation into what is alleged was a "fully funded disinformation and influence
operation" run by India. The prime minister of Pakistan, Imran Khan, was briefed on
Indian media propaganda and the dissemination of false information against Pakistan,
according to the statement. "The Indian government is trying to divert global attention
from the human rights violations and illegal actions taken by the Indian government in
Indian occupied Jammu and Kashmir and the Hindu fascist agenda that resulted in threats
to regional peace,". Prime Minister said while was referring to August last year when India
abrogated Article 370 and Article 35A of its constitution which granted the Muslimmajority region of Kashmir special autonomy and prevented outsiders from buying
property or taking government employment. Khan ordered the relevant authorities to
counter Indian media propaganda and defeat it with real information. "Expose the real
face of India before the nation and world community," he said. However, no substantial
action has been taken so far to counter the threat of disinformation so far in Pakistan.
Now, lets talk about the remedies available for Pakistan. It remains to be seen the extent
to which the EU, the UN, or even the incoming US administration will chastise India for
its actions. Pakistan can and should push back against Indian attempts to discredit
Pakistan internationally. It is vital that Pakistan respond to Indian actions in a measured
manner. Pakistan need not launch counter-misinformation campaigns or bolster
surveillance in response to India. The Indian Chronicles report may now represent an
opportunity for Pakistan — whose image is reeling from the consequences of the longterm campaign from India mounted against it — to set things right through aggressive
diplomacy.
Other key recommendations include Education, Effective Journalism, Criminal Sanctions
for Spreading Disinformation Criminal sanctions and penalties, Mechanism for reporting,
Media Coordination and mechanisms. Like I said at the start that this is a hybrid warfare
and we should tackle it with that manner. we should be dealing starting with having right
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hand of information and then make strategy to tackle the problem. Dealing in isolation
and not in aggressive way is not going to serve the cause. That is all from my side. Thank
you very much.

Speaker 4
Prof. Dr. Muhammad Khan, Professor, Department of Politics & IR, International
Islamic University, Islamabad
Topic: Understanding Hybrid Warfare: India’s Subversive activities against
Pakistan
Bismillah-ir-rehman-nir raheem. Thank you very much CGSS for inviting me to talk on
this very important aspect. Ladies and Gentlemen, I would start my saying that in the
realm of power politics, the Hybrid warfare is widely debated in the academic circles as
well as the strategic community of Pakistan. The concept of hybrid warfare is not new;
however, the strategies being used are new, highly technical and sophisticated. The
experts of this type of warfare perceive that, 21st century will be governed by hybrid
warfare; a total transformation in the format of traditional warfare. Primarily this
warfare is a military strategy which combines; cyber warfare, irregular warfare and
political means. The distinct patterns, the modus operandi used in hybrid warfare
include; spreading fake news through highly known media houses, making use of
diplomatic means, lawfare and foreign electoral intervention through construction of
new narratives. Precisely, hybrid warfare is non-kinetic operations with subversive
efforts where aggressor intends to avoid attribution and retribution. The US Joint Forces
Command describes it as the diverse and dynamic combination of regular forces,
irregular forces, even to the level of criminal elements, or a combination of various, all
unified to achieve mutually benefiting effects. Pakistan is a classic example which has
physically experienced the odd of hybrid warfare, launched by rival powers; mainly the
eastern and western neighbors besides its cold war ally. Although, the impacts of hybrid
warfare are more pronounced after Pakistan experienced and combated the war on
terror, the roots of this warfare can be traced from the initial days of Pakistani history.
The disintegration of Pakistan in 1971 can be studied as a classic case of the hybrid
warfare, though the format, techniques and methodologies were quite primitive. It was
the first test case, given to RAW by then Indian Prime Minister, Indira Ghandi. RAW was
created in 1968-69. RAW was successful in doing what was intended by India in the form
35

Online Conference Report

of disintegration by Pakistan. The Indian Chronicles exposed by EU DisinfoLab indicates
the level of its deep drive against Pakistan. This 15-year long operation spreading over to
119 states is a clear form of hybrid warfare against Pakistan. It was indeed the
disinformation campaign against Pakistan and Pakistani contribution towards regional
and global peace. The EU DisinfoLab was a warning to world about the bigger Indian
designs of misleading the international community for its own vested interests. It is an
in-depth investigation report about Indian strategic usage of its own and international
media, prominent personalities and international NGOs against Pakistan. In the entire
research of EU DisinfoLab, Pakistan has been found as the primary target of the Indian
media outlet. The 15-years long misleading media outlet headed by Srivastava Group
started working in 2005 and its planning stage took many years before formal start. It
was amplified by Indian news agency, ANI and continues working despite its exposure by
EU DisinfoLab in early December 2020. The Shrivastava Group has been misleading the
civilized international community for 15 years unabated. The operatives of this network
have slowly and gradually penetrated into five major international domains;
international media, the NGOs and MNCs; educational system of Europe and America,
international financial institutions and government functionaries throughout the world.
Starting from anti-Pakistan campaign and narratives, media out-let of Srivastava Group
has assumed a status where it is threatening the global peace. Exposing this malicious
media out-let was great and a daring step of EU DisinfoLab. Nevertheless, its obliteration
may take decades since it has penetrated into roots of contemporary international
system. I would say it may be difficult. The five areas which I have mentioned are very
deep areas in Indian academics, media men. They have deeply dug down in the Middle
eastern countries where the Pakistani traditionally have very strong footings. In order
to defame and malign Pakistan, this Indian media outlet established three informal
groups in the European Parliament: the South Asia Peace Forum, the Baloch Forum and
Friends of Gilgit-Baltistan. These groups used to organize press conferences and
demonstrations on important occasions in front of the UN building, EU Parliament and
other forums against Pakistan. All these Indian activities through its internationally
spread media outlet, India defamed Pakistan and undermined its unparalleled
contribution against terrorism. In 2011, Senator Chuck Hagel, US Secretary of Defence
disclosed during his lecture at the Cameron University said that, India has been using a
lot of financing against Pakistan. As a result, to this Indian campaign, there was a sudden
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rise in the campaign of politicization of Pakistani Military at the level of various political
force, several non-state actors and social groups. These groups make use of main stream
as well as the social media for their disinformation campaigns to defame and politicize
Pak Army and its premium intelligence agency in particular. This campaign has two
dimensions; domestically the politicization of Pak Army aims at defamation of this
institution, since it is the most popular institution of Pakistan, loved by masses ever since
Pakistan came into being. Externally it appears that after having failed in their strategies
and efforts of weakening the Pakistan through direct approach, the international spying
network have adopted indirect strategies to weaken Pakistan and its military. These
strategies are not new rather have been used by ancient military strategists like; Carl Von
Clausewitz and Sun Tzu. These strategists and many others have advised their
governments to formulate strategies to defeat your enemy from within. Defeating the
enemies from within have many formats and strategies like; creating fault lines, causing
split, defamation and humiliation, hatching plots and conspiracies, politicization of key
institutions and causing hatred against institutions of national security. These are the
dangerous activities which we have faced in Pakistan. The distinctive feature of the future
battlefield is war of narratives, perceptions and opinion making implemented through
hybrid warfare. In this form of warfare nation states would confront each other by using
new and innovative technologies. This warfare is all about the new military strategy
which indeed employs all means to subvert and win over the rivals. In fact, it is a blend of
military and political warfare which make use of conventional and unconventional
means, cyber warfare, the irregular warfare and other means for influencing the target
areas. In the last few years through the use of hybrid warfare, launched through social
media, some of mainstream media groups and human rights organizations, the hostile
forces have been widely influencing the masses particularly the youth, especially in
Pakistan they are influencing the youth. They are propagating pessimistic narratives
against Pakistan through social media. Therefore, let’s not be carried away by the vested
interests of these groups in the name of freedom of information and freedom of
expression. So, what is the way forward. Let me say that way forward has to be debated
and carry planned. Otherwise, in this period where we are facing a lot of social and
mainstream media with a lot of vested interests. We will not be able to stop the masses
and the youth of Pakistan to carried away or any narrative. Therefore, we must have a
careful narrative where the strategic interest of Pakistan, cohesion among the the
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Pakistani society and particularly the fault lines I have mentioned may be in the form of
sub-nationalism, sub-sectarian, or element of deprivation. Let me say that no strategy
would work if there are no vulnerabilities. We hear in Pakistan that we have so many
vulnerabilities. Let take care of the vulnerabilities because of them there is always
exploited by the international agencies. That has been done what we saw in the last 20
years. Deprived class was exploited by the sub-nationalist and so may terrorist activities.
In order to take care of them I would say that lets craft and make those narratives which
are nationalists in nature, harmonizing the society of Pakistan. Thank you very much,
Ladies and Gentlemen.
Speaker 5
Ms. Sehrish Mujtaba, Member Board of Experts, Center for Global & Strategic
Studies (CGSS)
Topic: Digitalization, social media & Information Disorder: Formats of
Misinformation, Disinformation & Mal-Information
Thank you very much CGSS to provide me this opportunity to join this esteemed panel
today. As far as today’s topic is concerned let me first focus upon the disinformation.
Disinformation is misleading information which is created, presented and disseminated
for economic gain or to intentionally deceive the public'. Misinformation is false
information that is spread without the intention to mislead, and often shared because the
user believes it to be true. The spread of both disinformation and misinformation can
have a range of consequences, such as threatening our democracies, polarizing debates,
and putting the health, security and environment of citizens at risk. In this era, Artificial
Intelligence (AI) enables the mass creation of what have become known as “deepfakes”.
So, synthetic videos that closely resemble real videos. Integrating theories about the
power of visual communication and the role played by uncertainty in undermining trust
in public discourse, explain the likely contribution of deepfakes to online disinformation.
Administering novel experimental treatments to a large representative sample of the
United Kingdom population allowed us to compare people’s evaluations of deepfakes. We
may find that people are more likely to feel uncertain than to be misled by deepfakes, but
this resulting uncertainty, in turn, reduces trust in news on social media. We conclude
that deepfakes may contribute toward generalized cynicism, further intensifying recent
challenges to online civic culture in democratic societies. What is the rise of these
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Deepfakes, misinformation or disinformation? While “photoshopping” still images has
long been a mainstay of digital culture, manipulated videos of people now increasingly
find their way online. BuzzFeed created its video using increasingly common techniques
known as “synthetic media”. Relying on machine learning algorithms, software
applications create highly convincing “face-graft” videos where the expressions of one
person are carefully superimposed onto the head of another. Alternatively, existing
recordings of a person’s mouth movements and voice can be used to reverse engineer
their speech to have them say any sentence. The results can be alarmingly convincing,
especially with the low-resolution video that is common online
Social media could be regarded as a ‘double-edged sword’. Studies show the benefits of
enabling people to express their thoughts and feelings, and to receive social support.
While becoming inextricable to our daily lives, online social media are blamed for
increasing mental health problems in younger people. This systematic review
synthesized evidence on the influence of social media use on depression, anxiety and
psychological distress in adolescents. What are the measures taken worldwide for
addressing disinformation? The Code of Practice on disinformation is the first time
worldwide that industry has agreed, on a voluntary basis, to self-regulatory standards to
fight disinformation. It aims at achieving the objectives set out by the Commission's
Communication presented in April 2018 by setting a wide range of commitments, from
transparency in political advertising to the closure of fake accounts and demonetization
of purveyors of disinformation. It includes an annex identifying best practices that
signatories will apply to implement its commitments. The Commission has also published
the opinion of the sounding board of the Multi-Stakeholder Forum. The Code of Practice
was signed by the online platforms Facebook, Google and Twitter, Mozilla, as well as by
advertisers and parts of the advertising industry in October 2018. Signatories
then presented their roadmaps for the implementation. Microsoft joined in May 2019,
while TikTok became a signatory in June 2020. The strengthened Code of Practice in
2021 will evolve towards a co-regulatory instrument as outlined in the Digital Services
Act.
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sector submitted a baseline report in January 2019 setting out the state of play of the
measures taken to comply with their commitments under the Code of Practice on
disinformation. Between January and May 2019, the European Commission carried out a
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targeted monitoring of the implementation of the commitments by Facebook, Google and
Twitter with particular pertinence to the integrity of the European Parliament elections.
An annual self-assessment report of the signatories was published in October 2019. The
self-assessments indicate comprehensive efforts by the signatories to implement their
commitments over the course of 12 months. They also showed that further serious steps
by individual signatories and the community as a whole were still necessary. Platforms
have reported on actions taken to increase the visibility of authoritative sources, tools
developed to facilitate access to reliable information of public interest, demoted and
removed content containing false or misleading information likely to cause physical
harm, prohibited advertising that exploits the crisis and increased efforts to provide
accurate information as well. Talking about the way forwards. News media need to
differentiate more from information that has not gone through professional checking and
do a better job in separating facts from opinion. Media should be more representative, in
terms of age, politics, economic outlook, and gender. Media platforms should consider
signaling the quality and origin of content, improving the branding of trusted brands, and
taking steps to reduce the speed with which extreme or disputed content can spread
through the network. Promoting media and information literacy to counter
disinformation and help users navigate the digital media environment. Also, develop
tools for empowering users and journalists to tackle disinformation and foster a positive
engagement with fast-evolving information technologies. Safeguarding the diversity and
sustainability of the European news media ecosystem. Promoting continued research on
the impact of disinformation in Europe to evaluate the measures taken by different actors
and constantly adjust the necessary responses. So, swift action by online platforms to
protect users from disinformation, including facilitating user assessment of the sources
and quality of content. Rebalancing of the relation between media and online platforms
and also facilitating cooperation between independent fact checkers. Fostering media
literacy and harnessing new technologies such as artificial intelligence to tackle
disinformation. These are the brief concepts and suggestions from my side. Since we are
running short of time so that is all from my side. Thank you.
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Comments/Remarks
Dr. Shahid Hashmat, Senior Member, Advisory Board, Center for Global &
Strategic Studies (CGSS)
Thank you very much for asking me to comment on the subject of carrying out the
analysis on digging deep into EU DisinfoLab and focusing on hybrid warfare. As Dr. Khan
has said, infact it is mainly the change of terminology and the techniques and strategies
which are used. However, as far as hybrid warfare is concerned, this has been continuing
in one form or the other. The military officers, fortunately, now you have Dr. Khan and
Dr. Saif, both with military background and also some of in the audience are very well
familiar with the terminology used by Americans as operations other than war. Later on,
terminology military operations other than wars. Now, the two ends in military warfare
might look little strange as something is being talked about military operations but is not
war. There is a continuation of war though other means. Kinetic use of military force in
the battle field is the one way or may be the ultimate cultivation of the warfare but
warfare as a competition between nations and among nations in different forms be it
social, cultural, economic form or technology, it continued. Now, why the U.S. considers
China a biggest threat at a global level. Not that the Chinese are going tow age a war
against U.S or Europe. What we have seen in G-7 recently that G-7 which is essentially the
economic forum, they were more concerned about the Chinese impending threat. So, that
is basically an economic threat or threat to their economy. I would say that techniques
and tools of disinformation, misinformation is indeed part of the information warfare.
Information warfare is not based only during the times of the battles going on between
or among the countries. It is the continued phenomena. However, in the current times,
with the proliferation of current technologies, especially the internet, social media, AI etc,
the potential for the use of technology for the hybrid warfare has increased manifold.
Coming on particularly to the threat being faced by Pakistan. As Dr. Khan has said very
rightly that India has used hybrid warfare techniques for quite some times. He gave you
the example of 1971, when multiplicity of techniques including the hybrid warfare were
used by India for subversion because hybrid warfare is one of the tools to sabotage and
subvert the minds of the people and youth. So, I would like to conclude by saying that
even today India is very effectively using investing a lot of money, a lot of resource and
funding to subvert the minds of Pakistani youth that being done by both kinetic and non41
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kinetic way that what we have seen in Balochistan, the activities of BLA. What we have
seen in the FATA region the people those are being sponsored by Afghanistan and other
places as well. So, we have to be very careful about hybrid warfare. No single bullet will
be fired, no aircraft will be used, no bomb will be used. However, just to give you one
example to conclude, India has put enormous investment to subvert the mind of the
youth. Universities, young professors, with due respect to them, the academia are those
who are on the plea of freedom of expression. The main target is very reason of the
existence of Pakistan and that is two nation theory. With that I will conclude as Dr. Khan
said that here are a lot of vulnerabilities but before blaming others, try to eradicate those
vulnerabilities. Only three suggestions from my side: human resources development,
provision of justice and building of a society on merit. Thank you indeed.

42

Online Conference Report

ANNEXURE 2: PRESS RELEASE
On 22nd June 2021, an Online conference on "Digging Deep into EU Disinformation Lab
Revelations" was organized by the Center for Global & Strategic Studies (CGSS),
Islamabad.
The Online Conference commenced with the Opening Remarks of Mr. Tariq Malik, Former
Chief Technology Officer, GHQ. He stated that fifth-generation warfare is information
warfare. Before the information disclosed by EU Disinformation Lab, when analysts used
to discuss Fifth generation warfare and its tools, it seemed quite unbelievable. India, to
achieve its various economic, political, etc. agendas, is disseminating fake news about
Pakistan.
Discussing the propaganda tactics by India he stated the level of state support, effort, and
how it was manipulated by spreading it globally is evidence of the fact that this was a
well-organized and planned attack to malign Pakistan.
Prof. Dr. Muhammad Khan, Professor, Department of Politics & International Relations,
International Islamic University, Islamabad discussed the Hybrid Warfare: India’s
Subversive activities against Pakistan
According to Dr. Khan, Hybrid Warfare is a highly debated subject in the academic
spheres. He mentioned that the use of Prominent personalities, influential media, and
NGOs are a few of the tactics used by India. In addition to this, Dr. Khan also explained
different domains in which India has penetrated to spread fake news about Pakistan.
These domains include International Media, NGOs, Europe and America, and various
other foreign governments.
In this regard, Indian Informational Technology plays a significant role. Dr.Khan, sharing
his view, mentioned that the Indian Campaign against Pakistan is also one of the main
causes of disturbing global and regional peace and stability as India has deeply
penetrated the contemporary international system.
Moreover, he mentioned that to defeat Pakistan on various fronts, India has established
numerous groups which are actively working to achieve the Indian interests and objects.
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Mr. Tariq Malik, Former Chief Technology Officer, GHQ highlighted Countering the
negative rhetoric, fake news, & media propaganda: Measures and Options for Pakistan
Mr. Tariq Malik stated that the fundamental objective of Indian Propaganda against
Pakistan is to deprive Pakistan of its strategic autonomy, and a subservient strategic
culture. He also explained, in detail, the Multipronged strategy which aims to destabilize
Pakistan. The Indian strategy is mainly working in the Political, Economic, Media, and
Religious domains. Explaining the Indian Strategy of Re-Engineering Pakistan’s DNA, he
explained that Indians are making efforts to alter our culture through their moves,
dramas, and various social media videos.
According to Mr. Malik, Pakistan needs to formulate a cohesive national response to this
threat. Furthermore, the responsibility lies with the policymakers and other elements of
national power. Additionally, he explained that the Indian campaign does not only target
Pakistan but China also. India has failed to spread information against China due to
various reasons which include Chinese control over their media, control over cash flow
including payments and expenditure, availability of local social media platforms, etc. He
concluded by highlighting the importance of social media management.
Mr. Tariq Bakhtawar, Former Director, SECP Anti-Money Laundering Department
highlighted the Role of International Bodies in ensuring the objectives and balanced
approach to disinformation
Mr. Tariq stated that in the current era of technological advancement, India has found a
new battleground. To achieve their hostile agenda, India has now moved towards Hybrid
warfare. India has time and again used multiple fronts of hybrid warfare against Pakistan
by use of proxies, false flag operations, and financial support to terrorism.
He stated that various legal approaches have been taken to counter the emerging problem
of manipulation through disinformation with fake news using mass sand social media. As
widespread disinformation and false news has started to impact decision-making and
democratic processes have become a worldwide challenge.
He highlighted that many countries have started to apply relevant provisions of existing
civil, criminal administrative, and other laws to regulate media, electoral procedures, and
anti-defamation laws to tackle the misinformation spread by social media platforms.
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Dr. Saif-Ur-Rehman Malik, Director India Study Center, Institute of Strategic Studies
Islamabad (ISSI) discussed EU disinformation lab revelations, uncovering India’s hostile
agenda.
According to Dr. Saif, the sensitivity of the subject demands continuous efforts and
attention from Pakistan and International Community. He states that the issue of
Misinformation raises several questions regarding the objectives, counter-strategy of
Pakistan, response of the international community, and what Pakistan plans to do in
response to the Indian Campaign.
Furthermore, he mentioned that Pakistan needs to adopt a Proactive response to the
Indian campaign of spreading misinformation about Pakistan. Dr. Saif also shared few
options for Pakistan. According to Dr. Saif, Pakistan should appeal for the issue to be
investigated. Additionally, he suggested that the findings must also be shared with
relevant international organizations with strategic significance. Moreover, they must also
be made available on online platforms for the public to access. Dr. Saif also highlighted
the aspect of accountability in the case of international organizations involved in the
campaign.
Ms. Shehrish Mujtaba, Member Board of Experts, Center for Global & Strategic Studies
(CGSS), Islamabad discussed Digitalization, Social Media & Information Disorder:
Formats of Misinformation, Disinformation & Mal-Information
Explaining disinformation, she stated that it is misleading information created,
presented, and disseminated for economic gain or to intentionally deceive the public.
According to Ms. Sehrish, the spread of both disinformation and misinformation can have
a range of consequences, such as threatening our democracies, polarising debates, and
putting the health, security, and environment of citizens at risk.
Additionally, she mentioned that Artificial Intelligence (AI) now enables the mass
creation of what has become known as “deep fakes”. These are synthetic videos that
closely resemble real videos. She also stated that social media could be regarded as a
‘double-edged sword. Even though studies show the benefits of enabling people to
express their thoughts and feelings, and to receive social support, social media is also
responsible for increasing mental health problems in younger people.
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The Online Conference was moderated by Ms. Laraib Fatima Hassan, Communication and
Coordination Manager, Center for Global & Strategic Studies (CGSS), Islamabad. The
conference was attended by 50 participants from Pakistan and was also viewed live by
200 viewers on different social media platforms.
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ANNEXURE 3: MEDIA COVERAGE
National Herald Tribune
https://www.dailynht.com/epaper/page.php?id=6&edition=lahore&
dt=23-06-2021
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Diplomatic News Agency
https://dnanews.com.pk/online-conference-on-digging-deep-into-eudisinformation-lab-revelations/
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CGSS Website
https://cgss.com.pk/index.php?CGSS/seminardetails/711
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ANNEXURE 4: VIDEO COVERAGE
CGSS Youtube Channel
https://www.youtube.com/watch?v=wUJ9e0LYCKE
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